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Abstract—Formal specifications are widely used in software
testing approaches, while writing such specifications is a time-
consuming job. Recently, a number of methods have been
proposed to mine specifications from execution traces, typically in
the form of linear temporal logic (LTL). However, existing works
have the following disadvantages: (1) ignoring the negative impact
of imperfect traces, which come from partial profiling, missing
context information, or buggy programs; (2) relying on templates,
resulting in limited expressiveness; (3) requesting negative traces,
which are usually unavailable in practice.

In this paper, we propose PURLTL, which is able to mine
arbitrary LTL specifications from imperfect traces. To alleviate
the search space explosion and the wrong search bias, we
propose a neural-based method to search LTL formulae, which,
intuitively, simulates LTL path checking through differentiable
parameter operations. To solve the problem of lacking negative
traces, we transform the problem into learning from positive
and unlabeled samples, by means of data augmentation and
applying positive and unlabeled learning to the training process.
Experiments show that our approach surpasses the previous
start-of-the-art (SOTA) approach by a large margin. Besides,
the results suggest that our approach is not only robust with
imperfect traces, but also does not rely on formula templates.

Index Terms—specification mining, machine learning

[. INTRODUCTION

Formal specifications are widely used in software testing
approaches [1, 17]. But writing such specifications is a time-
consuming job for software developers [9]. Therefore, mining
specifications automatically from execution traces is an im-
portant task in software testing.

A number of approaches which intend to help developers
draft formal specifications have been proposed in the past few
years [2, 4, 8, 10, 11, 12, 13, 14, 15]. One kind of them mines
finite state machines (FSMs) as specifications, however, which
weakens the interpretability of the specifications [3]. Another
kind of them mines linear temporal logic (LTL) formulae
as the specifications since LTL formulae have much better
interpretability [3], which is readability and unambiguousness.

TCorresponding authors.

Mining LTL specifications is a challenging task. First, the
search space of LTL formulae is exponential [6]. Second, there
are imperfect traces in industrial scenarios. Imperfect traces are
the execution traces with some mutations, e.g., missing events.
These traces may come from partial profiling, missing context
information, or buggy programs [18]. Imperfect traces lead to
wrong search bias. Third, only execution (positive) traces are
neither representative nor sufficiently diverse.

Previous works of mining LTL specifications have some dis-
advantages. (1) Some of them rely on a noise-free assumption,
which barely holds in practice [13]. (2) Others rely on for-
mulae templates, resulting in limited expressiveness [13, 18].
Recently, a neural-based approach [16] and a MaxSAT-based
approach [7] cannot suffer from these disadvantages, but (3)
training their models requires negative samples, which are hard
to acquire in software testing.

In this paper, we proposed PURLTL to mine arbitrary LTL
specification from imperfect execution traces. An LTL speci-
fication can be an LTL path checking function that examines
a trace whether it satisfies the given LTL formula or not.
Such functions are typically discrete and cannot be optimized
by gradient-based approaches. We design a neural network
which simulates a given path checking function under certain
parameters. Then we transform the discrete path checking
into its differentiable simulation. After training our model to
classify the sampled traces, we can interpret the LTL formula
from model parameters. Besides, thanks to the approximate
inference of neural networks, our method is noise-tolerant.

The lack of negative samples leads to a severe label bias,
which can result in overfitting the training set. To this end,
we transform our problem into a positive and unlabeled (PU)
learning problem, where the execution traces are positive
samples and randomly generated traces are unlabeled samples.

Our key contributions involve the following aspects:

« To overcome the exponential search space and imperfect
traces, we propose a neural-based approach to mine LTL
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specifications from event logs. Our method does not rely
on formula templates and is robust with noisy data.

« To overcome the lack of negative samples, we transform
our problem into PU learning. With carefully designed
loss functions, our model accepts positive and unlabeled
samples and avoids the requirement of negative samples,
which is hard to acquire in software testing.

We evaluate our approach with synthesis datasets according
to 8 templates, which were widely used in previous works
[10, 11, 12]. Experiments show that our approach surpasses the
previous start-of-the-art (SOTA) approach by a large margin.

II. OUR APPROACH

Due to the limited space, we recommend reading Luo
et al.(2022)[16] for perliminary knowledge of LTL semantics.

Given a set of positive traces, we first sample a set of
unlabeled traces. Then both sets of traces are fed into our
model. The model simulates LTL path checking and outputs
classification results for each trace. Then we update the model
parameters according to the VPU[5] loss. This training process
iterates several epochs until the loss converges. Finally, after
the training process is completed, we interpret an LTL formula
representing our mined specification from model parameters.

Since our approach mines LTL specifications on the PU
setting with an RNN model, we name our approach PURLTL.

A. Model Structure and Parameter Definitions

In this subsection, we first show our approach to param-
eterizing an LTL formula. Then we give the expression that
uses the parameters to calculate whether a trace satisfies the
formula. In order to apply this to the problem of learning LTL
formulae, we prove that under some conditions there exists a
bijective function that maps parameters to LTL formulae. This
shows that it is theoretically possible to extract LTL formulae
from the parameters. Let ¢ be an LTL formula, its syntax tree
T(¢) is defined as follows:

o if ¢ =p, T(¢) is a tree with single node v,

o if ¢ = —¢;, T(¢)’s root is v, and its left subtree is T'(¢;)

o if ¢ = X, T(¢)’s root is vx and its left subtree is T'(¢;)

o if ¢ = ¢; A ¢;, the root node of T'(¢) is va and its left

subtree is T'(¢;) and its right subtree is T'(¢;)

o if ¢ = ¢;Ug;, the root node of T(¢) is vy and its left

subtree is T'(¢;) and its right subtree is T'(¢;)

Let P = {p1,p2,...,pp|} be the set of atomic proposi-
tion, § = {6, 0nonc, 0, 0-,0x,0x,6u} an LTL; encoding
of tree size L where 6, € {0,1}1*L, 0, € {0,1}£xIPI,
Onones 0—, On, Ox, By € {0, 1}E.

Intuitively these parameters describe the structure of an LTL
syntax tree. The operator or the atomic proposition that the
node v; represents is related to ,, 60—, 0, 0x, Oy. For example,
if (A-); = 1 then v; = v_. If the node v; is not used in the
syntax tree, then (f,0nc); should be set to 1. The right son of
v; is related to (6,);. If the right son of v; is v; then (6,);
should be set to 1. We assume the left son of v; is v;4; unless
v;41 18 a right son of a node.

Now formally define of the encoding of ¢. Let the preorder
traversal of T'(¢) be the node sequence (vy,vs,...,vr) Then
the encoding of ¢ of size L’ >= L, 6, is defined as follows:

o (0:)i; = 1 iff vj is v;’s right son, otherwise (6;); ; = 0.
0a)s,; = 1 iff. v; = vp,, otherwise (93)” =0.

): = 1 iff v; = v, otherwise (0-); =
A)i = 1 iff: v; = va, otherwise (O5); =
x)i = 1 iff: v; = vx, otherwise (0x); = 0
v)i = 1 iff: v; = vy, otherwise (Ay); = 0.
hone)i = 1 iff: @ > L, otherwise (fnone): = 0.

In order to use the parameters to calculate satisfaction
relation, we give a straightforward approach to transforming a
trace. Given a trace ™ = (sg, $1,...,S,—1) Where s; € I, the
encoding of s; is h,, = OneHot(sZ) where OneHot(s;); =
I(s; = p;), where ]I is the indicator function. The encoding of
mis C(m) = (hs,, he, ..., 0y, ).

Let 6 be an encoding of LTL formula ¢ with tree size
L, 7 = (sg,81,-..,8,—1) be a trace of events and C(7)
be its encoding, then the satisfaction vector x,, € {0,1}¥
represents the satisfaction of the subtrace starting from s;, i.e.
(i, Sit1s--->5n—1) according to each subtree of ¢. (x,); =
1 indicates that the subtrace satisfies the j-th subformula.
(xs,); = 0 indicates that the subtrace does not satisfy the
j-th subformula. If i = n — 1, i.e. s; is the last event in the
trace, X, could be calculated with Equation (1). Otherwise it
could be calculated with Equation (2).

(Xs,_1)5 = (s, )i + (0-)0(1 — (Xs,_1)j+1)
+(O0n)j0((Xs, 1 )j+1 + (s, 1 ); —1) (D)
+(0u);(rs,_,)j)

(%) = 0((ls,); + (6-);0(L = (xs5,_,)j+1)
+(0r)jo (X1 )j1 4 (rs, 1) — 1)
+(9x)] ($91+1)J+1
+(00); ((rs,)5 + (X, )j1 + (@514,)5 — 1))
(2)
where
Jj+2 |P|
(rsi)j = 2(9 )ik (X5 ks (Us;)j = 2(9 )ik (Ps; )iy
k=L k=1
ar, z <0
o(z) = x, 0<z<l1
1+ a(z—1), 1<z

and « is a hyper parameter.

Let 6 be the LTL encoding parameters of ¢. Then for any
trace m = (Sg,S1,...,8n—1), it holds that the satisfaction
vector (Xs)1 =1 7= ¢ and (x5,)1 =0< 7 £ ¢.

Intuitively the satisfaction vector represents the satisfaction
relation. If (x,,); = 1, then the j-th subformula is satisfied
on ;. This is obvious because the calculation corresponds
to the semantics of LTL. For example, let ¢; = ¢2U¢p3 then

T ¢1 & m E @3V (mo E ¢2 AT | ¢1). And we can
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know that (z5,)1 = 0((%sy)3+0((zs,)2+ (xs,)1 —1)), which
corresponds to the semantics of operator U.

Therefore, given a trace of event 7, the output of our model
with parameters 6 is modelg(C(7)) = (x5, )1-

B. VPU Loss

Algorithm 1: Calculating Lypy

Input : Model modely, positive and unlabeled
sample batches
Ilp = {Wéjvﬂ_fv s 771—571}7HU =
{n§, 7Y, ... 7Y |}, hyperparameters o, A
Output : Loss Lypu
10+ ‘le;

2 Lo < log % anenu modely (C (7)) —
7 waenp log modely (C(7F));

3 Sample v ~ Beta(a, a);

4 for 0 <i<bdo

s | X« C(a) + (1 —)C(x);

6 L Ui < v+ (1 —y)modely(C(7Y));

7 Lyog = 3 Y1y (log modely(%;) — log §i)%;
8 £VPU — ['var + /\L:reg;
9 return Lypy

Negative samples are usually unavailable in the scenario of
specification mining. We usually have positive samples from
event logs, and we can generate unlabeled samples randomly.
Therefore we apply variational PU (VPU) loss proposed by
Chen et al.(2020)[5], as shown in Algorithm 1.

C. Applying Formula Template

It is possible to apply a template to our model by setting and
freezing part of the parameters. We traversal the tree-structured
formula template by preorder and set the parameters. These
parameters cannot be updated during the training process.

D. Interpreting LTL Formula

Finally, we interpret the LTL formula from model parame-
ters through the algorithm described in Algorithm 2.

This algorithm interpret formulae from bottom to top. In
fi ={(¢i;,5si;)}, We consider the score s; ; as the probabil-
ity of ¢; ; at v;, i.e. s; ; = P{¢; ;|vi}. For example, (6); is
the probability of the root of v;’s right subtree being vi. (64);
is considered as the probability of v; being a node representing
A. Thus the score of @; j = Pit1,p N\ Pr g 15

555 =P{¢i, = bir1,p N Prqlvi}
=P{Avi } P{¢i+1,p|vit1}P{r,q|vx}
P{rightSubtree(vg, v;)}

=(07)iSi+1,p5k,q(Or)i i

3)

Clearly, short formulae would take advantage of the scoring
method, therefore our approach prefers short formulae rather
than long formulae.

Algorithm 2: Interpreting LTL Formula

: Model parameters 6, width of beam search
k, max tree size L, the training set II
Output : An LTL formula ¢ interpreted from 6

11+ L;

2 while 7 > 1 do

3 fi 0;

4 for p,, € P do

5 | fi e fi U{(prs (Ba)ik)}s

6 | for (¢x,sk) € fir1 do

7 f7 —

Fi U= 08), (0-)isk), (X, bk (Ox)isk) 5

8 fori+2<j<Ldo

9 for ((¢1,51), (¢r,sr)) € fiz1 % f; do

10 L fi = i UL((A, b1, 0r), (08)i(6r)irsisr) }s

Input

11 fi — fi U {((U, @1, Qb'r*): (eu)i(er)i,rslsr)};

12 Sort f; = {(¢;, s;)} according to s;, keep top k
elements and remove the others;
13 11— 1;

14 ¢ < the best formula from f; according to
classification accuracy on II;
15 return ¢;

III. EMPIRICAL EVALUATION
A. Dataset and Competitors

Our dataset contains 8 benchmarks, each benchmark corre-
sponds to a template in Table 1.

TABLE I
LTL TEMPLATES WE APPLIED IN OUR DATASET.

Name | LTL

Response G(z — XFy)

Alternating | (—=yWz) A G((z — X(=zUy) A (y = X(-yW=z)))
MultiEffect (myWz) A G(z — X(—zUy))
MultiCause (~yWz) A G(xz — XFy) A G(y — X(—yWz)))
EffectFirst G((z — X(—zUy)) A (y = X(—yWz)))
CauseFirst (myWz) A G(z — XFy)

OneCause G(z — X(—zUy))

OneEffect G(z — XFy) A G(y — X(—yWz))

For each benchmark, there is a test set containing 200
positive traces and 200 negative traces. Traces in test sets are
generated randomly and verified by a LTL solver.

For each benchmark, there are 6 training sets marked as PUx
for z € {0,1,2,3,4,5}. Each of them contains 200 positive
traces and 200 unlabeled traces, with a noise rate of %.

We compare our approach with Texada [13], which is the
SOTA search-based LTL specification mining approach and is
widely used in various downstream models such as DICE [8].
Another competitor is GLTLf [16], the SOTA neural-based
LTL formula learning approach.

B. Research Questions
RQ 1: How effective is PURLTL under noise-free inputs?
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TABLE II
F1 SCORES (%) OF TEXADA, GLTLF AND PURLTL ON PUO. THE BEST
RESULTS ARE MARKED WITH UNDERLINE (SAME ON OTHER TABLES).

| Texada GLTLf PURLTL
Response 100 49.41 100
Alternating 100 81.97 89.49
MultiEffect 100 80 99.5
MultiCause 100 86.58 100
EffectFirst 100 58.61 99.5
CauseFirst 100 85.11 100
OneCause 100 66.52 100
OneEffect 100 61.98 100

To answer this question, we trained GLTLf and PURLTL on
PUO. We also ran Texada using the positive traces in PUO,
for Texada can not make use of unlabeled data.

As shown in Table II, Texada successfully mines all for-
mulae correctly with the noise-free assumption, which barely
holds in practice. On the other hand, PURLTL falls behind with
a small gap, this result shows that PURLTL gets a competitive
performance, while having other advantages such as robustness
under imperfect traces and not relying on templates.

TABLE III
F'1 SCORES (%) OF GLTLF AND PURLTL WITH DIFFERENT NOISE RATES.

| PUO PUI PU3  PUS

N GLTLE | 4941 4925 4925 4925
PO puRLTL | 100 100 100 100
Atematine CLTLE | 8197 8197 80 80
€ pURLTL | 8949 8949 8949 89.49

. GLTLE | 80 80 80 80
MultiEffect — nrrr | 995 9925 973 973
Multic GLTLE | 8658 8658 8658 8658
SIS pyRpTL | 1000 1000 100 100
. GLTLE | 5861 5861 5861 5861
EffectFirst — pprrr | 995 995 9637 9637
CouscEig  CLTLE | 8511 8511 8511 8511
USRSt purLTL | 1000 100 100 100
OneCanse  CLTLE | 6652 6652 6652 6652
) PURLTL | 100 100 100 100
GLTLE | 6198 6198 6198 6198

OneEffect  oyprrn | 100 9235 9235  95.69

RQ 2: How robustness is PURLTL under imperfect traces?

We trained GLTLf and PURLTL on PUx training sets and
compare their results. According to Table III we can find
that PURLTL surpassed GLTLf on all benchmarks by large
margins and shows great robustness under imperfect traces.

RQ 3: What does the PU setting contribute?
We trained our model on PUO training sets with MSE and VPU
loss functions separately. To better see the performance gap,
templates were disabled in this experiment. According to Table
IV, VPU loss function reaches better performance compared
to traditional MSE loss function in most benchmarks.
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TABLE IV
F1 SCORES (%) OF PURLTL WITH DIFFERENT LOSS FUNCTIONS.

\ Response  Alternating  MultiEffect MultiCause
MSE 49.41 88.89 88.79 86.58
VPU 66.42 98.04 96.11 86.58

\ EffectFirst ~ CauseFirst ~ OneCause OneEffect
MSE 75.14 85.11 61.3 72.49
VPU 61.21 85.11 83.68 72.49

RQ 4: Is PURLTL able to work without templates?

TABLE V
F1 SCORES (%) ON PUO W/ AND W/O TEMPLATES.

\ Response  Alternating  MultiEffect  MultiCause
w/ t. 100 100 99.5 100
w/o t. 66.42 98.04 96.11 86.58

\ EffectFirst ~ CauseFirst OneCause OneEffect
w/ t. 99.5 100 100 100
w/o t. 61.21 85.11 83.68 72.49

We trained our model on PUO training sets with and without
templates. As shown in Table V, our approach is able to mine
LTL formula without templates with decent performance.

IV. CONCLUSION AND FUTURE WORK

Specification mining is an important and challenging prob-
lem in software engineering. In this paper, we transform
LTL specification mining to formula learning with positive
and unlabeled traces. Our main contribution is to design a
continuous approximation of path checking based on neural
networks, which allows us to model formula learning as a
neural network parameter search. Besides, we minimize the
label bias from the lack of negative traces via VPU loss. Our
approach is equipped with the following advantages: (1) it is
robust with imperfect traces, (2) formula templates are optional
to our approach, and (3) we minimized the label bias from
the lack of negative traces. Experiments confirm that these
advantages bring significant performance improvement.

Future work will extend our method to learn a finite state
machine that is richer expressive than LTL.
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