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It is hard to mine high-quality finite-state automata (FSAs) only from desired software behaviors, i.e., positive
examples, because of a search space explosion and an overgeneralization problem induced by a lack of
undesired software behaviors, i.e., negative examples. To tackle the overgeneralization problem, we suggest
modeling the problem as searching for approximate FSAs from positive and negative examples with noise,
where the noise originates from synthetic negative examples used to reject overgeneralized results. To obtain
an effective search bias in the exploding search space, we bridge FSA acceptance to neural network inference.
Our key contribution is to design a neural network whose parameter assignment corresponds to an FSA, and
its neural inference process, named after neural acceptance, is able to simulate FSA acceptance. The neural
acceptance provides a way to quantify how well an FSA fits noisy data efficiently. We propose NADA, a neural
acceptance-driven approach, to search for approximate FSAs guided by accepting positive examples and
rejecting synthetic negative examples. NADA is based on a proper continuous relaxation of the discrete search
space of FSAs and an efficient gradient descent-based search algorithm. Experimental results demonstrate that,
compared with state-of-the-art approaches, NADA significantly improves the quality of mined FSAs (on average
improves 41.63% F1 score). Besides, NADA is 19.8X faster than the approach mining sub-high-quality FSAs.
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1 Introduction

Specifications are able to characterize high-level software behaviors, thereby improving maintain-
ability and reliability. Conversely, the absence of specifications often leads to program comprehen-
sion challenges and increases the risk of errors. For example, API misuse has been recognized as a
major cause of bugs and vulnerabilities [Nadi et al. 2016]. Besides, developers cannot leverage tools
for bug discovery and testing that rely on specifications as input [Miao and Liu 2012]. However,
specifications are frequently unavailable in practice due to the high cost and time-intensive nature
of their creation, as well as the rapid pace of software evolution. The above contradictions have
stimulated an urgent need for automated approaches to mining high-quality specifications. Beyond
traditional software, specification mining also plays a crucial role in formalizing properties of data
in verified artificial intelligence (AI) software [Seshia et al. 2022].

We examine the specification mining only from positive examples, since negative examples are
often difficult to obtain in practice, where the positive examples are desired software behaviors,
e.g., execution traces, and the negative examples are undesired software behaviors. We focus on
finite-state automata (FSAs) as specifications due to their expressive power in capturing temporal
properties, where an FSA accepts positive examples and rejects negative examples. A high-quality
FSA requires not only to accept known positive examples, but also to accept unknown positive
examples and reject unknown negative examples. However, mining such FSAs only from positive
examples presents significant challenges. It confronts a serious issue of search space explosion
due to the NP-hard complexity [Gold 1978; Pitt and Warmuth 1993]; moreover, it suffers from an
overgeneralization problem, as there is no mechanism to penalize overgeneralized hypotheses.

To obtain high-quality FSAs inexpensively, FSA mining has been extensively studied. Most
existing approaches, e.g., [de Caso et al. 2012; Giantamidis et al. 2021; Kang and Lo 2021; Krka et al.
2014; Mariani et al. 2011], employ well-designed heuristics for abstracting states, which we refer
to as state abstraction-based approaches. These approaches update the architectures of FSAs by
abstracting states, thereby the quality of their mined FSAs depends on the employed heuristics
for abstracting states. However, it is hard to design good heuristics and to verify their ubiquitous
effectiveness. Alternative constrained optimization-based approaches [Roy et al. 2023; Shvo et al.
2021] formulate FSA mining as an optimization problem with anti-overgeneralization constraints.
Although theoretically appealing, these approaches face two key limitations: (1) their effectiveness
is bounded by the expressiveness of the encoded anti-overgeneralization properties, and (2) their
scalability depends on the performance of the underlying constraint solver.

Recent works have leveraged the representational power of neural networks to advance FSA
mining. Some approaches [Cao and Zhang 2020; Le and Lo 2018] have migrated from hand-
engineered heuristics toward data-driven ones to improve the quality of heuristics. Besides, a
number of works, e.g., [Okudono et al. 2020; Weiss et al. 2024; Zhang et al. 2021] employ a two-stage
pipeline: first training a recurrent neural network (RNN) to classify behaviors, then extracting an
FSA to mimic the behaviors of the RNN. Above learning-based approaches, however, suffer from
the error propagation problem, because they do not directly train neural networks to mine FSAs,
but first to learn features of positive examples and then to use the features as heuristics for state
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abstraction or just be faithful to the trained RNN, not the original data. Consequently, despite these
advances, mining high-quality FSAs remains an open challenge.

In this paper, we suggest modeling the problem as searching for approximate FSAs from positive
and negative examples with noise. Noise refers to mislabeled data that contradict ground truths,
i.e., false positives/negatives. Reducing noise in negative examples is advantageous for rejecting
overgeneralized FSAs. We refer to an example that is highly confident to be a true negative example
as a potential negative example. We synthesize potential negative examples based on temporal
properties that approximate boundaries between positive and negative examples. Its insight is to give
priority to generating more specific temporal properties to generalize all positive examples quickly.
To alleviate search space explosion, we develop a FSA encoding method to parameterize a neural
network FSAccept, so that its inference process, named after neural acceptance, is able to simulate
FSA acceptance and that an FSA can be easily interpreted from a parameter assignment of FSAccept.
Intuitively, the neural acceptance is able to quantify approximately how well an interpreted FSA
fits data. In addition, to bridge the gap between neural acceptance and FSA acceptance, we identify
faithful FSA encoding, a subclass of FSA encoding, which has a one-to-one correspondence to
FSAs. It enables a data-driven approach, NADA, which guides the mining of high-quality FSAs
by directly training FSAccept to accept positive examples, reject negative examples and fulfill
the faithful FSA encoding. The key insight of FSAccept is based on a continuous relaxation of
discrete architecture representations, making the search space differentiable. It allows for efficient
architecture optimization using a gradient descent algorithm and alleviates the wrong search bias
resulting from noise using approximate computation.

We evaluate NADA on mining FSAs of 11 datasets, which were commonly used in experiments in
related work [Kang and Lo 2021; Krka et al. 2014; Le et al. 2015; Le and Lo 2018]. The baselines with
which we compare include state-of-the-art (SOTA) learning-based [Le and Lo 2018; Weiss et al. 2024],
state abstraction-based [Kang and Lo 2021], and constrained optimization-based [Roy et al. 2023;
Shvo et al. 2021] approaches. Experimental results confirm the effectiveness of NADA, demonstrating
that it spends less time to achieve higher performance than the state abstraction-based approach,
and also achieves higher performance than learning-based and constrained optimization-based
approaches. Besides, our results from ablation studies confirm that the faithful FSA encoding and
the potential negative examples improve the quality of mined FSAs.

2 Related Work
2.1 FSA Mining

2.1.1 Mining Automata Only from Positive Examples. Although it is impossible to mine FSAs exactly
only from positive examples [Gold 1967], there are still many practical approaches to approximately
mining FSAs. The main approaches follow a gradual abstraction paradigm. They first build an FSA
that only accepts positive examples, e.g., prefix tree acceptor, and then search for more general
FSAs via gradually abstracting states. The core is to provide well-designed heuristics for state
abstraction to determine whether two strings reach the same state. Biermann and Feldman [1972]
proposed k-tail, a state abstraction-based approach. Its heuristic is that if the short-term behaviors
in two states are the same, then the long-term behaviors in the two states should also be the same,
where the short-term behavior of a state is defined by the set of suffix strings of size k or less,
and the long-term behavior of a state is defined by the set of suffix strings of size greater than k.
After that, various improved k-tail approaches were proposed [Ammons et al. 2002; Kang and Lo
2021; Lo and Khoo 2006b; Lo et al. 2009; Lorenzoli et al. 2008; Mariani et al. 2011; Walkinshaw and
Bogdanov 2008] by designing different heuristics for abstracting states. Besides, there are some other
abstraction methods [Dallmeier et al. 2010, 2006; de Caso et al. 2012; Krka et al. 2014]. Although the
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above approaches work well in some scenarios thanks to well-designed heuristics for abstracting
states, they are limited by the quality of heuristics and suffer from non-trivial and time-consuming
heuristic designing. Different from the gradual abstraction paradigm, we develop a differentiable
quality assessment for candidate FSAs, which enables us to search for high-quality FSAs using a
gradient descent-based search algorithm. Some approaches model the problem as a constrained
optimization problem, whose core is to construct constraints characterizing high-quality FSAs.
Avellaneda and Petrenko [2018] and Roy et al. [2023] used language minimality as a regularizer to
guide mining FSAs. However, language minimality does not guarantee good performance in some
domains, as demonstrated by our experimental results (Table 2).

2.1.2  Mining Automata from Positive and Negative Examples. Early works [Gold 1978; Trakhtenbrot
and Barzdin 1973] also followed the gradual abstraction paradigm. Oncina et al. [1992] and Lang
[1992] adopted greedy state merging as a heuristic for state abstraction. Subsequent work further
optimized this heuristic. Representative algorithms include three categories: evidence-driven state
merging algorithm [Lang et al. 1998], search-based state merging algorithm [Lang 1999; Oliveira
and Silva 2001], and encoding algorithm for constraint satisfaction techniques [Angluin 1987;
Angluin et al. 2015; Giantamidis et al. 2021; Gold 1967; Heule and Verwer 2010; Oncina and Garcia
1992; Smetsers et al. 2018; Zakirzyanov et al. 2019]. However, none of the above works showed
robustness to noisy data. Other works can handle noise [Shvo et al. 2021; Ulyantsev et al. 2015;
Xue et al. 2015], which is close to our setting. Shvo et al. [2021] presented a SOTA approach to
mining FSAs as interpretable sequence classifiers via discrete optimization. They encoded an FSA
mining problem as a mixed integer linear programming (MILP) problem, which is limited by the
performance of MILP solvers.

2.2 Learning-Based Mining Approaches

Due to the powerful automatic feature induction of neural networks, some learning-based ap-
proaches have been designed. Le and Lo [2018] and Cao and Zhang [2020] trained RNNs to capture
sequence features for abstracting states. They did not directly train neural networks to mine FSAs
but to learn sequence features, which suffers from the error propagation problem. Some approaches
explore the extraction of FSAs from trained RNNs, where the FSA attempts to approximate the
RNN’s behavior. Early approaches [Angluin 1987; Cechin et al. 2003; Jacobsson 2005; Kolen 1993;
Omlin and Giles 1996a,b; Omlin et al. 1996; Schellhammer et al. 1998] are limited by the performance
of RNNs. As RNN performance improves, these approaches [Ayache et al. 2018; Grachev et al. 2017;
Koul et al. 2019; Ma et al. 2022; Michalenko et al. 2019; Okudono et al. 2020; Suzuki et al. 2021;
Wang et al. 2018; Weiss et al. 2018, 2019, 2024; Zhang et al. 2021] still face a critical limitation: they
treat RNNs as black-box, requiring complex extraction algorithms to compensate for the substantial
performance gap between the RNN and its extracted FSA. In contrast, our approach establishes an
explicit and trainable mapping between FSA structures and parameters of neural networks, where
an FSA can be extracted just by iterating over the parameters.

Recent advances have demonstrated neural networks’ ability to simulate formal language in-
ference [Stogin et al. 2024; Svete et al. 2024]. Parallel developments [Luo et al. 2022; Mordvintsev
2022; Wan et al. 2024; Wang et al. 2023; Yu et al. 2024] have introduced gradient descent-based
search approaches that leverage neural networks’ semantic alignment with formal languages. These
approaches benefit from GPU acceleration, enabling efficient exploration of the solution space.
Building on these insights, we propose a novel framework that directly trains neural networks to
mine FSAs by simulating FSA acceptance behavior.
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2.3 Temporal Properties to Guide Mining

Previous works [Beschastnikh et al. 2015, 2011; Dwyer et al. 1999; Kang and Lo 2021; Le et al.
2015; Lo et al. 2009; Sun et al. 2019; Walkinshaw and Bogdanov 2008] have exploited temporal
properties to guide FSA mining. They predominantly relied on template-based formulations with
good understandability and conciseness. While we similarly leverage temporal properties, our
approach differs from them: we exploit the properties to synthesize potential negative examples,
which enable neural networks to reject overgeneralized FSAs. We note that recent advances in Al
have made significant progress in learning arbitrary-form LTL formulae [Camacho and Mcllraith
2019; Gaglione et al. 2021; Luo et al. 2022; Neider and Gavran 2018; Wan et al. 2024], suggesting
that it is promising to enhance FSA mining by more expressive property learning.

3 Background
3.1 Notation of Neural Networks

Throughout this paper, we use lowercase (resp. uppercase) bold letters to represent vectors (resp.
matrices). Let (v); denote the i*/* element of a vector v and (A);, ; denote the element of a matrix A
at the i*" row and the j*" column, where i and j start from 1.

3.2 Finite-State Automata

An FSA is a 5-tuple (2, S, sg, 3, F), where ¥ is a finite non-empty set of symbols called alphabet, S is
a finite non-empty set of states, sy € S is an initial state, §: SX¥ — 25 is a state-transition function,
and F C S is a set of accepting states. Let N;" € N be the number of states. An FSA can also be
defined as a 5-tuple (2, S, I, {E;|o € 2}, T), where X is an alphabet, S is a set of states, I € {0, l}Nsm
is an initial vector, E, € {0, l}NSmXNSm is a transition matrix for each o € X, where s;,s; € S, and
T € {0,1}™ isan accepting vector. I and E,; are defined as Equation (1).

_ 1, i=1, _ 1, Sj-1 € 5(81'_1,0'),
(D _{ 0, otherwise, (Eo )i _{ 0, otherwise, )

(I); = 1 means s;_; is an initial state, it is not otherwise. Similarly, (E5); ; and T; indicate whether
there is a transition between s;_; and s;_; and whether s;_; is an accepting state, respectively.

A string 7 over ¥ is a sequence of symbols and the i*" symbol of  is denoted by 7[i]. The size
of 7 is the number of symbols in 7, denoted by |7|. 7; denotes a sub-string of 7 beginning from the
ith symbol, particularly, r; = 7. Let 7 be a string over ¥ of size n and A = (3, S, 5o, 5, F) an FSA.
A accepts r if there is a sequence of states (qo, - . ., ¢n) such that gy = s¢, gi+1 € (q;, n[i + 1]) for
i €[0,n—1],and g, € F. Given an FSA and a string, FSA acceptance is to recognize whether the
FSA accepts the string. Let A = (3, S, L {E; |0 € X}, T) be an FSA and  a string. FSA acceptance
can be computed using the forward algorithm [Baum and Petrie 1966] defined as Equation (2).

|7 |
) (I—[ Eﬂ[i]) . T) s (2)
i=1

where o0y (*) = min(max(0, *), 1). A accepts  if AcCEPT(A, 7) = 1; rejects 7 otherwise.

High-level software behaviors can be characterized by a ground truth model (GTM). A GTM is
an FSA, which only accepts all execution traces. An execution trace is a string over an alphabet,
e.g., a set of APIs that are called during software execution. GTMs are often used to evaluate the
approaches to FSA mining [Kang and Lo 2021; Le and Lo 2018].

AccerT(A, 1) = 01
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3.3 Linear Temporal Logic

Linear temporal logic (LTL) [Pnueli 1977] has been widely used to characterize temporal properties.
The syntax of LTL for a finite set of atomic propositions P, given below, includes logical operators
(Vv and =) and temporal modal operators (next O and until U), where p € PU {T} and ¢’, ¢”’ are
LTL formulae: ¢ :=p | =" | ¢’ A" | O | ¢" U ¢”. Operator or (V), release (R), eventually (&),
always (O0), and weak-until (W) can be defined by the above fundamental operators.

LTL formulae are interpreted over infinite traces of propositional states. An infinite trace is
represented in the form w = w[1],...,(w[k],...,w[n])®, where w[i] € 2" is a state at time i
and (w[k], ..., w[n])® is a loop and means that w[k], ..., w[n] appears in order and infinitely. w;
denotes a sub-trace of w beginning from the state w[i], particularly, w; = w. The satisfaction
relation |= is defined as follows, where ¢, ¢’ are LTL formulae, i, j,k € N,andp e PU{T}:w; Ep
iff pewlil;yw; =g iff w; [ wi|=¢ AP” iffw; |E ¢’ andw; = ¢”s wi |= O’ iff wiys = @'
wi E ¢ UP”iff i < k,we = ¢” and Vi < j < k,w; |= ¢’. An LTL formula ¢ implies an LTL
formula ¢/, denoted by ¢ — ¢, if and only if 7 |= ¢ for every trace x such that 7 |= ¢.

Since execution traces in specification mining are finite, we use the method [Lemieux et al. 2015]
to extend the satisfaction relation to finite traces, which is also used in the work [Kang and Lo
2021]. A finite trace is represented in the form w = w[1],..., w[n], where w[i] € 2% is a state at
time i. Specifically, we first transform a finite trace into an infinite trace by appending an infinite
sequence of terminal symbol w. Second, let symbols in the alphabet of execution traces be atomic
propositions. An execution trace is a special trace where each state has one and only one atomic
proposition true. Third, for the operator O, we transform O¢ to ¢ U w, where ¢ is an LTL formula.
Finally, we check the satisfaction relation according to the definition of |=. This extension defines
exactly the infinite trace that we are examining, thereby obviating the need for more sophisticated
adaptations of LTL for finite traces [Bauer et al. 2007; Lemieux et al. 2015]. Unless stated otherwise,
traces are finite in this paper. A string or execution trace corresponds to a trace where one and
only one atomic proposition is true at each time.

LTL formulae are able to characterize tempo-
ral properties of an FSA, that is, to specify order
constraints between symbols. Informally, if an
FSA satisfies an LTL formula, then all strings
accepted by the FSA satisfy the LTL formula.
For example, Kang and Lo [2021] guided a test
generator to generate strings that are uncom-
mon, but positive via LTL formulae; Le et al.
[2015] used a model checker to check LTL for-
mulae satisfied by an FSA to fission the FSA as
a set of LTL formulae.

(a) The GTM. (b) A mined FSA.

Fig. 1. Some FSAs of StringTokenizer. The FSAs include
interactions among four APIs: STN, HMTT, HMTF,
and NT, where ‘STN’ is StringTokenizer(), HMTT’ is

hasMoreTokens() = true, ‘HMTF’ is hasMoreTokens()
Example 1 illustrates some FSAs of the library  _ fajse, and ‘NT” is nextToken().

class StringTokenizer. In programming, a li-
brary class refers to a pre-written class that is part of a software library, providing reusable
functionality to simplify development.

4 Motivating Example

Example 1. The GTM A = (3, S, L {Es|o € 3}, T) of StringTokenizer is shown in Fig. 1(a)', where
so is an initial state and s, s, are accepting states. Suppose a set of positive examples II* includes:

IWe use the refined version of the work [Le and Lo 2018], so there are some differences from the GTM shown in the
work [Le et al. 2015].
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(STN,NT), (STN,HMTT,NT), (STN HMTF), and (STN,NT,NT). = = (STN, NT) is a positive
example because ACCEPT(A, 1) = (701 T . Egrn - EnT -T) =

[

Due to the lack of negative examples, it is difficult to reject over-generalized FSAs for existing
approaches. For example, they may mine an FSA form IT* shown in Fig. 1(b) because the FSA
accepts all positive examples in II*. We suggest to synthesize potential negative examples to reject
over-generalized FSAs. Example 2 demonstrates the synthesizing process.

oS © O

1 1
0 0f-
0 0

oS O O
S = O
S = O
—
1l
—_

1

Example 2 (Example 1 continued). We first generate a set of LTL formulae ® = {0(HMTF —
OO-NT)} fromII* because for all w € IT*, & |= O(HMTF — QO~NT). Then, we synthesize a set of
potential negative examples II; = {(STN, HMTF, NT)} because (STN, HMTF, NT) [ o(HMTF —
OO-NT) and (STN, HMTF, NT) is close to (STN, HMTT, NT), i.e., they only differ in one symbol.

Driven by the neural acceptance, we directly train FSAccept to accept positive examples and
reject potential negative examples. Example 3 demonstrates the high-quality search bias.

Example 3 (Example 2 continued). We define that {W|o € X} andF are trainable parameters
of FSAccept and their assignment corresponds to an FSA encoding ({W5|0' € Z} , F) Suppose an
FSA encoding is as follows (it is partial for brevity):

Wsry = Woymrr = Wyt =
0.01 0.99 0.96 0.05 0.09 0.01 0.01 0.48 0.49
0.02 0.08 0.11{, 0.12 0.05 0.01§, 0.02 0.96 0.89
0.07 0.04 0.01 0.02 0.01 0.95 0.01 0.03 0.02

andF =[0.010.990.95]7. An FSA encoding models a set of FSAs, where {WU lo € Z} andF indicate the
probability of transition and that of accepting state respectively. Given a positive example (STN, NT),
the neural acceptance computes the probability that (STN, NT) is a positive example:

o (og (o ("W s )W r)F), (3)
where o

oy is a differentiable approximation of 0o,. We train FSAccept by minimizing the loss func-
tion defined by Equation (3), where the gradient characterizes the bias of the FSAs correspond-
ing to the parameter toward accepting (STN, NT). Similarly, for the potential negative examples
(STN,HMTF, NT), the gradient also characterizes the bias of that toward rejecting (STN, HMTF, NT).

5 Neural Acceptance-Driven Approximation

In this section, we first provide an overview of NADA, then introduce the synthesis of potential
negative examples and the neural acceptance-driven mining.

5.1 Overview of NADA

We formulate mining FSAs as searching for approximate FSAs from a set of positive examples IT*
and a set of potential negative examples II;; by updating an FSA A:

myiln Z AccepT(A, ) — Z AccePT(A, 1) @)

nelly mell*
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We propose a data-driven approach, NADA,
to deal with this problem. Specifically, we first
generate a set of LTL formulae to guide syn-
thesizing potential negative examples (line 1 of
Alg. 1). Then, we synthesize a set of potential
negative examples IT_ , (line 2 of Alg. 1) which
is used to evaluate the quality of the learned
FSA (line 8 of Alg. 1). We also synthesize a set
of potential negative examples II}, , to form a
training dataset (lines 3-4 of Alg. 1). Final, we
iteratively search for FSAs based on the gradi-
ent descent (line 7 of Alg. 1) until reaching the
maximum epoch, a hyper-parameter.

5.2 Synthesizing Potential
Negative Examples Based on LTL

Given the high expense associated with man-
ually procuring negative examples, we pro-
pose to automatically synthesize negative ex-
amples as a viable alternative. Synthesized neg-
ative examples may be unknown positive ex-
amples, which we call noise. Our objective is
to synthesize negative examples containing a
small amount of noise, as the noise-free neg-
ative examples are instrumental in accurately
rejecting overgeneralized FSAs. The previous
works [Beschastnikh et al. 2015, 2011; Dwyer
et al. 1999; Kang and Lo 2021; Le et al. 2015;
Lo et al. 2009; Sun et al. 2019; Walkinshaw and
Bogdanov 2008] have verified that introducing
temporal properties, represented by LTL for-
mulae, is able to prevent overgeneralizing. Its
intuition is to refine FSAs by making FSAs fulfill
temporal properties. Inspired by this intuition,
we harness the temporal properties that FSAs
are expected to satisfy to guide the synthesis
of potential negative examples with reduced
noise, as demonstrated in Algorithm 3.

Before that, we generate LTL formulae to
characterize the temporal properties of positive

Weilin Luo, Tingchen Han, Junming Qiu, Hai Wan, Jianfeng Du, Bo Peng, Guohui Xiao, and Yanan Liu

Algorithm 1: NADA

10

11

Input  :A set of positive examples IT*.
Output :An FSA A*.
® « GENERATELTL(IT*)
I , < SYNTHESIZEPNE(II",®)
I1;,, < SYNTHESIZEPNE(IT",®)
D « {(x,y)|x ety = 1} U
{y)x €T, 4.y = 0}
loss* « | {n+ U n;al} |, A* — NULL
for reach the maximum epoch do
A — SEARCHFSABYDRADIENT(D)
loss « ZHEH;a[ AccepT(A, ) —
D rer+ ACCEPT(A, )
if loss < loss™ then
L loss™ « loss, A" — A

return A*

Algorithm 2: GENERATELTL

1

2
3

10
11

12

Input :Positive examples IT*.
Output :A set of temporal properties .
D0

foreach symbol pair p and q do
Oy, — {0 — Og),op —
Oto=q), ¢(p) = (=p U (g A Op))}
@) — {O(p - O0g),ap —
O~q).~p W q}
define a mapping A from ®j, to ®; such
that A(@(p — Ogq)) = 0@ — OOq),
A@(p —» Oo~g)) = 0 — O—q), and
AR(p) = (=p U (gAOp)) =-pWgq
foreach ¢ € ¢), do

if 7 |= ¢ forallx € It then
L | @ DU {g}, 0 — &\ {a(9)}

foreach ¢ € ; do
if 7 |= ¢ forall m € It then
| @ —QU{g}

return ©

examples, denoted by ®. For efficiency, we only consider six LTL formula templates with two
symbols [Beschastnikh et al. 2015; Dwyer et al. 1999; Le et al. 2015], described as follows, where p
and g are symbols: O(p — O <Oq): p is always followed by ¢; O(p — (OO—q): p is never followed by
q; —p W q: p is always preceded by g; O(p — (Oq): p is always immediately followed by ¢; O(p —
(O=q): p is never immediately followed by g; O(p) — (—=p U (g A Op)): p is always immediately
preceded by q. Le et al. [2015] proposed a straightforward method to generate LTL formulae
constrained by the above templates. Specifically, given an alphabet and a set of positive examples
over the alphabet, they first enumerated all possible symbol pairs to instantiate six templates. Then,
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they constructed ® by selecting all the LTL formulae that all positive examples satisfy. Although
limiting the number of variables in a template, enumerating all template-constrained LTL formulae

is still time-consuming.

For efficiency, we propose a specificity-first
generation method shown in Algorithm 2. We
traverse all formulae in a partial order to filter
out more general formulae. Its insight is to gen-
erate more specific temporal properties of FSA.
We define the partial order via the implication
relation of LTL, i.e., given two LTL formulae
¢ and ¢, if § — ¥, then ¢ is ordered before .
Specifically, we prioritize evaluations of more
specific formulae (lines 6-8 of Alg. 2). If they
can already satisfy all positive examples, evalu-
ations of more general formulae will be skipped
(line 8 of Alg. 2). It can generate a smaller set
of LTL formulae and ensure that the sampling
space of negative examples is consistent with
the method [Le et al. 2015].

By utilizing ®, we synthesize a correspond-
ing potential negative example for every pos-
itive example to maintain a balance between
positive and negative examples (lines 2-5 of
Alg. 3), which is advantageous for the gradi-
ent descent-based search process. A straightfor-
ward method involves iteratively and randomly
substituting a symbol within each positive ex-
ample until it breaches a temporal property.
However, in the worst case, the iteration may
enter an infinite loop, preventing termination.

We impose constraints on temporal proper-
ties through specific mutation conditions. Let
¢ be an LTL formula and 7 a string. We de-
fine mutation conditions as that if ¢ is O(p —
O0g), o(p — Oo=gq), -p W q,0(p — Og),
A(p — O-q). or (p) — (~p U (g A Op)),

Algorithm 3: SYNTHESIZEPNE

Input  :Positive examples II* and a set of
LTL formulae ®.
Output :Potential negative examples II;.
1 Iy <0

2 foreach 7 € II* do

3 randomly obtain an LTL formula ¢ € ®
such that 7 |= ¢ and ¢ fulfills the
mutation conditions

a mutate 7 to 7’ via Algorithm 4

5 Iy « MMy U {x'}

6 return II;

Algorithm 4: Mutate positive examples.

Input  :A positive example 7 and a
temporal property ¢.

Output :A potential negative example 7’

if ¢ = 0(p —» OOq) then

2 7’ « randomly select a p € 7, and remove

all g following p

3 else if § = O(p —» Oo—q) then

4 7’ « randomly select a p € x, and insert g

| atarandom position following p

5 elseif ¢ = -p W q then

6 7’ « select the first p € T and theg € 7

preceding p, and exchange g and p

7 else if ¢y = O(p —» Oq) then

8 7’ « randomly select a p € , and remove

the g immediately following p

9 elseif ¢ = O(p — O—q) then

-

10 7’ « randomly select a p € r, and insert a

q immediately following p

then p must be in 7. Given a string 7, we ran- 11 elseif ¢ = O(p) — (=p U (q A Op)) then

domly select a temporal property ¢ fulfilling
the mutation conditions and fed 7 and ¢ to Al-
gorithm 4 as inputs. Thanks to the mutation
conditions, Algorithm 4 runs in linear time and
guarantees that its outcome does not satisfy ¢.

12 7’ « select the first p € T and theg € 7

immediately preceding p, and exchange ¢
and p

13 return '

Besides, Algorithm 4 is able to synthesize a example that is close to 7, i.e, they differ only in a few
symbols, which is beneficial for capturing boundaries of positive and negative examples.

Although potential negative examples may be unknown positive examples, our method is
reasonable. Potential negative examples do not fulfill temporal properties satisfied by the positive
examples, making them have a high probability of being true. We empirically confirm that in
Table 2. Besides, approximate computation defined in Section 5.3 can deal with noise.
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5.3 Searching FSAs Based on Gradient Descent

We design a neural network FSAccept, which is able to interpret FSAs from a parameter assignment,
to simulate FSA acceptance. Its insight is to model FSA mining formalized in discrete domain as
parameter learning defined in continuous domain. We are able to search for high-quality FSAs
with the help of neural network training based on gradient descent and cope with noise via the
approximate computation of neural networks.

5.3.1 Bridging FSA Acceptance to Neural Network Infer-
ence. We define the parameters of FSAccept as Defini-
tion 1. {W|o € 2} models a distribution of state transi-
tion, F models a distribution of accepting states, and Ny,
a hyper-parameter, represents the number of states.

Algorithm 5: DIFACCEPT

Input 1A string 7.

Output :Whether A; accepts 7.
1x 17

Definition 1. Let ¥ be an alphabet and Ng* € N. , foreachi in[1,|r|] do
The trainable parameters of FSAccept is a tuple 0 = L X — oy (X'W;rlij)
({Wy|o € 3},F), where W, € RN gnd F e RN,
To establish a relationship between parameters of + return go; (X ' F)
FSAccept and an FSA, we confine that every parame-
ter in @ is assigned a value between 0 and 1. We call a
parameter assignment with this restriction an FSA en-
coding defined as Definition 2. Intuitively, an FSA en-

coding is able to represent an FSA. For all i, j € [1, NJ*]

Algorithm 6: ENCODE
Input :AnFSAA =
(2, S, L{Es|oc € 2},T)
and an integer N™ > |S|.
Output :Assigned parameters 6 of

and o € %, (W,);; indicates the probability of transi- FSAccept.
tion from state s;—; to state s;_; by reading symbol o 1 (W,); ; « —eforalli,j € [1, N®]
and (F); indicates the probability that state s;_; is an ac- ando € X

cepting state. Therefore, an FSA encoding corresponds 2 (F)i < —eforalli € [1, Ng"]

to a soften FSA Az = (Z, S, 1, {Wa|a € Z} ,f“), where °* fore.ach o €3 andi,j €[1,N"] do
o 4 if (E5)i,j = 1 then

S = {so, e ,stm_l} and I € {0,1}™" is the initial vec- s L (We)i,j <€

tor defined as Equation (1). In particular, if the value in if (T); = 1 then

{WU|O' € 2} and Fis 0 or 1, then Ay is an FSA. ; L (F); — €

o

Definition 2. Let X be an alphabet and N;® € N.FSA | | oturn ({(Wylo €3}, F)
encoding is a tuple@~ = ({Wala € Z} ,I:“), where W, €
NEXND & o N®
R[O,l] ,Fe R[O,l]

An arbitrary parameter assignment of FSAccept can be converted to an FSA encoding, as follows.

, and Ry 1] denotes the real value range from 0 to 1.

~ 0, (Wes)i,j < —¢, ) 0, (F); < —¢,
(Ws)ij=1 1 Wo)ijze (F); =41 (F)i > e, ()
sigmoid((Wy);,j), otherwise, sigmoid((F);), otherwise,

where € is a large positive integer (we set € = 10%) and sigmoid is the sigmoid function.

Given a string 7, we define the neural acceptance as Algorithm 5 to approximate the FSA
acceptance. x € RM" is the state vector and initialized to the initial vector of Ay (line 1 of Alg. 5).
For each iteration i, each (x); for j € [1, N;"] indicates whether s;_; is reachable under the string
x[1], ..., x[i] (line 3 of Alg. 5). Finally, we check whether the accepting states are reachable (line 4
of Alg. 5). By DirAccept(rr|0) we denote whether A; accepts 7. We set that A; accepts r if
DirAccepT(r|0) 2 0.5, Aj; rejects m otherwise. Given an FSA A, we introduce Algorithm 6 to
encode A into FSAccept of an equal or greater number of states.
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Theorem 1. Let A be an FSA with NJ* states. For any string &, ACCEPT(A, ) = 1 if and only if
D1rAccePT(7|ENCODE(A, N*)) = 1.

Theorem 1 can be straightforwardly proved by induction on the size of . Intuitively, it shows that
the neural acceptance is able to simulate FSA acceptance. Therefore, given a set of positive and neg-
ative examples, computing DIFAcCEPT for each example can provide a high-quality quantification
of how well the FSA corresponding to the FSA encoding fits the set.

Since Equation (5) is not continuous and oy (*) is defined in the discrete domain, we perform
continuous relaxation on them via their differentiably approximate functions so that the gradient
can be propagated. Specifically, we exploit the sigmoid function to differentiable approximate
Equation (5), i.e., (Wg)i,j = sigmoid((Wy); ;) for all i, j € [1, N®*] and ¢ € X; (F); = sigmoid((F);)
for all i € [1, N*]. The larger € is, the closer the approximation function is to Equation (5). We
exploit a variant of leaky ReLU (Equation (6)) as the differentiable approximation of the function
min(max(0, ), 1), where a € R is a hyper-parameter.

ax, x <0,
od(x) =1 «x, 0<x<1, (6)
ax+1—a, x>1.

With the above differentiable approximation, the neural acceptance is a differentiable compu-
tation. It enables a new idea to search FSAs: based on the FSA encoding, we consider parameter
assignments of FSAccept as candidate FSAs; we first train FSAccept guided by the loss function
defined by the neural acceptance and then interpret an FSA from the trained FSAccept.

Given training data D, we train FSAccept via minimizing the joint loss function:

1 2
£ =8+ Plys v by = ), (DreAcerrT(x|9) - y)’ (7)

(x,y)eD

where f,y € R is hyper-parameters, {, is to approximate FSA acceptance, and {r; and (f, are the
regularization to achieve higher performance, defined in Section 5.3.3. SEARCHFSABYDRADIENT
in Algorithm 1 is a one-epoch training process where the data is split into batches, and candidate
FSAs are updated batch by batch to fit the data better.

5.3.2 Interpreting FSAs. We design FSAInter to recommend an FSA based on the interpretation
possibility (IP) defined as Definition 3. An IP measures a local definition of a candidate FSA. For
example, if sim((W); ;) is close to 1, then a candidate FSA fulfills s, € 8(si—1, o), where o is a
symbol, s;_; and s;_; are states, and J is state-transition function. The greater an IP is, the more
likely a local definition holds. The total IP is the product of the IPs of all parameters.

Definition 3. Let 3 be an alphabet, N® € N, and {Wq|o € X}, F) trained parameters of
FSAccept. The interpretation possibility (PI) of r € {(WJ),-J, Filo € 2,i,j € [1, Ns‘“]} is defined
as sim(r) = sigmoid(r).

Algorithm 7 shows the process of interpreting. Overall, we update a tuple of an FSA and its
score based on IPs by traversing trained parameters (lines 4-15 of Alg. 7). C is used to record a
locally defined FSA with its IP. C is initialized as an FSA that does not have state transition and
accepting states (lines 1-3 of Alg. 7). Each r produces different local definitions of FSAs: if r €
{(Wg)i,j|0' €I, jE [1,NS‘“]}, then sj_; € 8(si—1,0) or sj_1 ¢ O(si—1,0);if r € {(F),|1 €1, Nsm]},
then s;_; € F or s;_; ¢ F. We select the locally defined FSA with the best IP to update C (lines 6-15
of Alg. 7). Example 4 illustrates Algorithm 7.
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Example 4 (Example 3 continued). Suppose trained parameters are shown in Example 3. Since
sigmoid(Wsrn)1,2) > 1 — sigmoid(Wsrn)1,2), 8(s0, STN) = {s1} (lines 6-15 of Alg. 7). Similarly,
we obtain 6(sg, STN) = {s1, 52}, 6(s2, HMTF) = {s5}, 5(s1, NT) = {s1, 2}, and F = {s1, s2}.

5.3.3  Faithful FSA Encoding. It is hard to in-
terpret a unique FSA from an FSA encoding
resulting from some ambiguity. For example, in
Example 4, (W}\;T)L 2 = 0.48, which cannot con-
firm s; € 6(sg, NT) or s; ¢ 6(sg, NT) because
(W}VT)L 2 has no obvious tendency. The ambi-
guity leads to a huge performance gap between
the neural acceptance and the FSA acceptance.
For example, in Example 4, the string (NT) can
be accepted because DIFACCEPT((NT)|0) =
0.94 while it is rejected by the interpreted FSA.
Besides, if neural networks are only trained
for higher performance, i.e., minimizing ¢, it is
easy to suffer from overfitting problems for neu-
ral networks empirically. Errors arise due to un-
desirable and uninterpretable dependencies and
associations neural networks learn to store in

Algorithm 7: FSAInter

Input  :An alphabet 3, the number of states
Ng*, trained parameters
0={Wg|o € Z},F).

Output :An FSA A.

1 S« {sili € [0, N™)}
2 A« (3,S,s0,0, F), where 5(s;, o) = 0 for all
si€SandoceXand F=10

3 C— (A1
4 foreach
re {(Wq)ij, Filo € 2,i,j € [1,N™]} do
5 (By, scorey) , (B1, scorey) « C
6 scoreg < scorey X (1 —sim(r))
7 scorey « scorey X sim(r)

8 if r is (Ws);,j then
update &(sj—1, o) of By as

9
some high-dimensional hidden state [Cai et al. L 8(si—1.0) U {sj1}

2017]. To alleviate the above issues, we design 44 else

a regularization to guide training a faithful FSA 1 | update F of By as F U {sj—1}
encoding (Definition 4), which is a subclass of " if scoreq > score; then
parameter assignments such that a soften FSA |, L C « (By, scorep)

of FSAccept and an FSA correspond one to one. u else

Intuitively, the faithful condition (1) guarantees
that a soften FSA of FSAccept has at least one
accepting state; the faithful condition (2) and (3) 16
clear the state-transition function and accept- 17
ing states, respectively.

15 L C « (B4, scorey)

(A, score) «— C
return A

Definition 4. Let ¥ be an alphabet and NJ* € N. An FSA encoding 0 = ({ngcr € Z} , lE‘) is
faithful if it fulfills the following faithful conditions.

(1) There is at least one i € [1, Nj*] such that (F); = 1.
(2) Foreveryo € 2,i,j € [1,N"], (Wg);j =0 orl.
(3) Foreveryi e [1,NM], (F);i =0 orl.

To make a trained parameter assignment close to a faithful FSA encoding, we design regular-
ization terms {f; and {f, to guide training. {r; = 1 - max(F), where max(F) returns the maximum
value in {(F) ilien, Nsm]}, which has a differentiable approximate function. {f; leads to at least
one accepting state, which makes a parameter assignment approximately fulfill the faithful condi-
tion (1). We define {f, as Equation (8), where ReLU(x) is the ReLU function. {r, makes all values in

{Wo lo € =} and F close to 0 or 1, which makes a parameter assignment approximately fulfill the
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faithful condition (2) and (3).
N® N

ZZZ( ReLU((W,,);,; — 0.5) = ReLU(0.5 — (W,);.))

g m m
e |2|N N o€l i=1 j=
Nm Z Z( ReLU((F); — 0.5) — ReLU(0.5 — (F);)).

€Y i=

TIEINE

6 Experimental Results

In this section, we conducted experiments to answer four research questions.
RQ 1. How well does NADA work on different datasets?
RQ 2. Is every module of NADA designed reasonably?
RQ 3. How does noise impact the FSA mining?

RQ 4. How strong is the robustness to hyper-parameters?

6.1 Baseline

We compared against 5 baselines. They cover the learning-based [Le and Lo 2018; Weiss et al.
2024], state abstraction-based [Kang and Lo 2021], and constrained optimization-based [Roy et al.
2023; Shvo et al. 2021] approaches. Since we reduce the problem to mining FSAs from positive and
negative examples, our baselines also cover two categories of approaches that mine FSAs from only
positive examples and from both positive and negative examples.
DSM. Le and Lo [2018] first trained an RNN only from positive examples to produce features
characterizing each state, and then used the learned features to abstract states. Their results
showed that DSM significantly supered previous approaches: k-tails [Biermann and Feldman 1972],
CONTRACTOR++ [Krka et al. 2014], SEKT [Krka et al. 2014], and TEMI [Krka et al. 2014]. Therefore,
we omitted comparisons with these approaches.
LE. Weiss et al. [2024] proposed an approach for extracting an FSA from an RNN. They first trained
an RNN to recognize positive and negative examples, then applied the L* algorithm to extract an
FSA representation from the trained RNN. Their results showed that LE extracted FSAs quickly
and accurately with obvious advantages compared to other approaches in many languages.
DICE. Kang and Lo [2021] introduced adversarial FSA mining only from positive examples. Their
core idea is to use test generation techniques to synthesize new examples not covered by original
examples. Their results showed that they mined FSAs with higher quality than Tautoko [Dallmeier
et al. 2010], so we omitted comparisons with Tautoko.
SYM. Roy et al. [2023] constructed constraints characterizing a language smaller FSA and used
a constraint solver to find an FSA satisfying the constraints. Their results showed that SYM had
significant advantages over other approaches to mining only from positive examples.
DISC. Shvo et al. [2021] modeled the problem of mining FSAs as a MILP. Regularization is performed
by limiting the number of states and setting absorbing states to alleviate overfitting. Their results
showed that DISC outperformed other approaches to mining from positive and negative examples.
We did not compare with the approaches [Cao and Zhang 2020; Le et al. 2015]. The approach [Le
et al. 2015] has been dominated by DSM and DICE and their code is unavailable. The code of the
approach [Cao and Zhang 2020] is also not available. Besides, Cao and Zhang [2020] used GTMs to
select an optimal FSA during mining FSAs, which is different from ours: we only used GTMs for
evaluating, since the GTMs are often difficult to obtain in practice.
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6.2 Dataset

6.2.1 Library Classes and GTMs. Following the work [Kang
and Lo 2021; Le and Lo 2018], we used 11 library classes Table 1. The details about datasets, where
as datasets. These library classes were introduced by pre- ‘|S|’ means the number of states, ‘|2|’ means
vious work [Krka et al. 2014; Le et al. 2015]. These library the number of APIs, and ‘|§|" means the
classes have their own corresponding GTMs?, created by ~number of state-transitions. NFST is short
the work [Krka et al. 2014]. Note that these GTMs were ex- for ‘NumberFormatStringTokenizer’.

tracted manually [Krka et al. 2014] and were continuously

refined through a series of works [Le et al. 2015; Le and dateset 5 G\SI\A "
Lo 2018], and finally were followed by the work [Kang

. . ArrayList 3 16 28

and Lo 2021]. Therefore, their correctness is guaranteed. HashMap 3 10 20

The details about the datasets are shown in Table 1. HashSet 3 11 18

Hashtable 3 8 15

. . LinkedList 3 10 20

6.2.2 Execution Traces. The execution traces are se- NFST 5 g 929

quences of APIs called in library classes. For every li- Signature 3 4 5

br 1 lit th ti t ted b Socket 5 20 51

ary class, we split the execution traces generated by StackAr 7 o 38

the work [Le and Lo 2018]° to build 10 random training StringTokenizer 3 4 6

ZipOutputStream | 4 5 10

and testing sets. We first purely randomly split execution
traces into 10 equal parts. Then, each part as a testing set
was combined with the remaining 9 parts as a training
set to form 10 different pairs of training and testing sets. For every library class, all approaches
were trained and tested on 10 different pairs of training and test sets with 5 different random seeds,
and average performance was reported. The random seeds were set to {1, 2, 3,4, 5}.

6.2.3 Injecting Noise. Following the works [Amar et al. 2018; Bao et al. 2019] on software evolution,
we injected noise into training sets. They synthesized new logs by randomly mutating original logs,
to simulate generating logs of different software versions. It is reasonable to adapt their method.
Because one of the main sources of noise is buggy software [Yang et al. 2006], the different logs
generated by bug fixes in software evolution are likely to contain noise. Besides, the rapid software
evolution is the motivation to develop automatic FSA mining [Le and Lo 2018].

Specifically, we introduced the noise rate 5. For each training set, we first randomly selected
n examples. Then, we randomly selected a mutation operation for each selected example and
performed mutation operations. Finally, we replaced selected examples with the mutated ones.
Mutation operations of a string 7 are defined as follows.

e Replacement: randomly select a symbol in 7, and replace it with other random symbols.
e Insertion: randomly select a symbol in 7, and select a random symbol to insert after it.
e Exchange: randomly select two different symbols in 7, and exchange their positions.

e Deletion: randomly select a symbol in 7, and delete it.

As the noise rate increases, the sample distribution of the original training set may be broken. Also,
it leads to the growth of mistakable positive examples. To sum up, the noise injection method can
produce noise, and data with a higher noise rate are more challenging for FSA mining approaches.
To study the noise-tolerance of approaches, we produced noisy training sets with different n €
{10%, 20%, 30%, 40%, 50%}.

Zhttps://github.com/kanghj/DICE/tree/master/ground_truth
Shttps://github.com/hvdthong/DSM/tree/master/data
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6.3 Setting

6.3.1 Evaluation Metric. We followed the evaluation metrics [Lo and Khoo 2006a], i.e., precision,
recall, and F1 score, to measure the quality of mined FSAs. They has been widely adopted by many
previous works [Kang and Lo 2021; Le and Lo 2018]. Let A* be a GTM and A a mined FSA. The
similarity between A* and A is computed as follows. First, we sampled a set of strings accepted
by A* (resp., A), denoted by Il 4~ (resp., I1.#). Then, we computed precision (pre.) and recall (rec.)
defined as Equation (9). Intuitively, a higher precision indicates that an approach has a better ability
to prevent overgeneralizing and a higher recall indicates that an approach has a better ability to
alleviate overfitting. We computed F1 score (Equation (9)) as a summary metric.

_ {m € O a|AccepT(A", 1) = 1} _ {m € O z:|AccerT(A, 7) = 1} 3 pre. X rec.

pre. = ,rec. = ,Fl=2Xx —m—,
|TT| |TT 4+ | pre. + rec.

9)

We used the testing sets as samplings of GTMs to ensure that the distribution of the strings in
training sets and that of the strings used for evaluation is consistent. For a mined FSA, sampling
must thoroughly cover its states and transitions. To this end, we set the maximum number of
generated strings to 10, 000 with a maximal size of 50, and the minimum coverage of each transition
equaled 20%, which is the same as previous works [Kang and Lo 2021; Le and Lo 2018]. We used
running time to measure the efficiency of mining FSAs. For all approaches, the running time
includes the time from reading data to returning a mined FSA.

Since we cannot directly sample on FSAccept, we cannot evaluate the performance gap between
FSAccept and the FSA interpreted by its parameters using precision, recall, and F1 score. For
every library class, we generated a testing set based on GTMs. The GTM-based testing set includes
positive and negative examples, where we used the execution traces generated by the work [Le
and Lo 2018] as positive examples. Let L be the maximum size of the positive examples and M be
the number of the positive examples. We iteratively generated random strings with a maximum
size of L and checked negative examples via the GTM until M negative examples are obtained. On
the GTM-based testing set, we calculate |accrsaccept — accrsal| to evaluate the performance gap,
where accrsaccept and accrsa represent the accuracy of FSAccept and the FSA interpreted by its
parameters, respectively.

6.3.2 Configuration. All approaches first mined an FSA from a training set and then were compared
by the similarity between the mined FSA and the GTM. All our experiments were conducted on a
Linux equipped with an Intel(R) Xeon(R) Gold 5218R processor with 2.1 GHz and 126 GB RAM.
The Linux version was Ubuntu 18.04.6 LTS (GNU/Linux 5.4.0-144-generic x86_64). We trained
and tested all neural networks on a single NVIDIA A100 GPU with 40GB RAM and using the
Adam optimizer. For DSM and DICE, since they used the same datasets as us, we used the optimal
hyper-parameters provided in their work. For LE, SYM, DISC, and our approaches, we employed a
standard k-fold cross-validation procedure to select the optimal hyper-parameters, where we set k
to 10. K-fold cross-validation is widely used in machine learning for hyper-parameter optimization
when a validation set is not available. Note that we did not determine optimal hyper-parameters for
each dataset, but rather a unified optimal hyper-parameters for all datasets, which shows that our
hyper-parameters are generalizable. Besides, each approach introduces different hyper-parameters
based on its own characteristics, making it difficult to conduct a completely fair comparison with
identical parameters. However, from the perspective of using optimal parameters, our comparison
is fair. The main hyper-parameters of NADA are set as follows: & = 0.01; f = 2;y = 0.8; N." = 5; the
learning rate is 0.01; the the maximum epoch is 325 and the batch size is 128.
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Table 2. Experimental results (%) across different approaches, where ‘average’ means the mean of the metric
over all datasets, ‘time’ means the running time (s), and boldface numbers refer to the better results.

DSM LE DICE SYM DISC NADA
dateset pre. rec. | pre. rec. pre. rec. pre. rec. pre. rec. pre. rec.
ArrayList 2740 3170 | 800 8311 | 84.00 2580 | 26.00 100.00 | 1040 9077 | 69.48  89.38
HashMap 100.00 87.10 | 15.60  99.93 | 100.00  85.50 | 100.00 100.00 | 3420  98.29 | 100.00 9166
HashSet 6740 75.60 | 9.80  99.88 | 6440 9110 | 23.00 99.90 | 300 97.47 | 100.00  89.08
Hashtable 9650 73.80 | 18.80  99.72 | 7250 9240 | 400 100.00 | 1260  99.05 | 100.00  89.50
LinkedList 100.00 10.00 | 18.60  89.76 | 100.00 3770 | 100.00 100.00 | 12.40  99.52 | 100.00  91.68
NFST 5590 39.90 | 1460 9132 | 9250  66.20 | 11.00 100.00 | 420  98.22 | 100.00  95.14
Signature 100.00 99.10 | 10.00 100.00 | 100.00  99.10 | 100.00 100.00 | 35.60 100.00 | 100.00 100.00
Socket 4190 66.10 | 7.20 9272 | 7250 2970 | 44.00 100.00 | 4.00 9321 | 91.96  92.72
StackAr 2460 9840 | 1560  97.63 | 9250 8740 | 1400 100.00 | 420  93.48 | 100.00  95.90
StringTokenizer 9250 98.80 | 29.20 100.00 | 100.00 100.00 | 100.00 100.00 | 6.80  91.00 | 100.00 100.00
ZipOutputStream | 100.00 99.40 | 20.40 100.00 | 100.00  91.60 | 100.00 100.00 | 1.00 100.00 | 97.66 100.00
average | 7329 7090|1525 9583 | 8895 73.32| 5655 99.99 | 1167  96.45| 96.28  94.10
DSM LE DICE SYM DISC NADA
dateset ‘ F1 time ‘ F1 time ‘ F1 time ‘ F1 time F1 time F1 time
ArrayList 2878 3122|1460 83588 | 3934 342810 | 4127 1195|1866  966.88 | 77.60 85593
HashMap 93.06 5367 | 2699 409.71 | 9217  2138.68 | 100.00 13.68 | 50.74  720.86 | 95.00  769.38
HashSet 68.46 19834 | 17.85 185244 | 7519 471252 | 3739 10.82 | 5.82 1134840 | 93.40 2049.30
Hashtable 8345 7422|3164 52269 | 8119 850558 | 7.69 1.83 | 2236 147456 | 94.00  668.95
LinkedList 1791 1095 | 30.81 30074 | 5470  940.05 | 100.00 7.21| 2205  59.90 | 9540  500.01
NFST 4288 8295|2518 53136 | 77.03 156002.13 | 19.82 4.53 | 8.06 467628 | 97.40 80478
Signature 99.55 163.60 | 1818 26332 | 99.55  1480.75 | 100.00  3.10 | 52.51  4476.97 | 100.00  480.67
Socket 49.23 12889 | 1336 298546 | 41.52 2728312 | 6111 28.00 | 7.67 12380.29 | 92.00 325835
StackAr 38.68 24101 | 2690 87422 | 8973 167827 | 2456 1549 | 804 9551.67 | 97.00  930.09
StringTokenizer | 94.98  40.90 | 45.20  533.61 | 100.00  1208.82 | 100.00  5.33 | 1265 10106.21 | 100.00 57234
ZipOutputStream | 99.70 103.01 | 33.89  137.74 | 95.61 15426.04 | 100.00 249 | 198 2610.88 | 98.60  360.85

average 65.15 102.61 | 25.87  840.65 76.91  20254.91 6290 9.49 | 19.14 5306.63 | 94.58 1022.79

6.4 Result Analysis

6.4.1 Compared with SOTA Approaches. As shown in Table 2, although NADA spends more running
time than DSM, NADA outperforms DSM in terms of both precision and recall on all datasets except
StackAr and ZipOutputStream. The average precision, recall, and F1 score of all datasets significant
improvements are 22.99%, 23.20%, and 29.43% respectively. Compared with LE, NADA improves on
the average precision and F1 score by over 81.03% and 68.71%. It shows the vulnerability of LE when
dealing with noise, and proves the performance of NADA in alleviating overgeneralizing compared
to LE. LE is faster than NADA because they converge to a local optimum quickly when training an
RNN, which may also be the reason for its overgeneralizing. Compared with SYM, NADA shows an
improvement of over 39.73% and 31.68% respectively on the average precision and F1 score. In
some datasets, e.g., HashMap and LinkedList, SYM displays outstanding performance, while it does
not achieve good performance in some datasets such as Hashtable, NFST, and StackAr. In terms
of running time, SYM is extremely faster than NADA, benefiting from the excellent performance
of modern SAT solvers. Compared with DISC, NADA achieves remarkable improvement, with an
increase of over 84.61% and 75.44% respectively in terms of precision and F1 score. Although DISC
can also utilize both positive and negative examples, it shows vulnerability in resisting noisy data.
Regarding running time, DISC spends much more time (5.19X) than NADA due to the performance
restriction of MILP solvers. DICE mines FSAs with the highest quality among all baselines, but its
time cost is the largest. Compared with DICE, NADA still on average improves the precision, recall,
and F1 score by 7.33%, 20.78%, and 17.67%, respectively. In terms of the running time, DICE spends
much more time (19.8X) than NADA.
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Table 3. Ablation results (%) about the faithful FSA encoding and the potential negative examples, where ‘w/o
FE & PNE’ indicates it without faithful FSA encoding and potential negative examples, ‘w/o FE indicates it
without faithful FSA encoding, ‘w/o PNE’ indicates it without potential negative examples, *-RSPNE’ indicates
it equipped with Algorithm 8, and ‘TN/PN’ indicates the percentage of true negative examples in potential
negative examples (%).

NADA w/o FE and PNE NADA w/o FE NADA w/o PNE NADA-RSPNE NADA

dateset ‘ pre. rec. F1 ‘ pre. rec. F1 pre. rec. F1 pre. rec. F1  TN/PN | pre. rec. F1 TN/PN
ArrayList 100.00 0.00 0.00 78.10 67.30 72.00 19.90 100.00 33.00 27.60 42.60 33.00 14.20 69.48 89.38  77.60  48.50
HashMap 0.00 0.00 0.00 | 100.00 91.90 95.00 | 100.00 100.00 100.00 | 100.00 76.50 86.00 9.50 | 100.00 91.66 95.00 84.20
HashSet 0.00 0.00 0.00 | 100.00  85.10  91.00 | 18.60 100.00  31.00 | 20.40 69.30 31.00 11.00 | 100.00  89.08 93.40  72.60
Hashtable 0.00 0.00 0.00 | 100.00 89.60  94.00 17.10 100.00 29.00 21.40 50.50 30.00 11.20 | 100.00 89.50 94.00 88.10
LinkedList 0.00 0.00 0.00 | 100.00 79.80 88.00 | 100.00 100.00 100.00 | 100.00 60.70 75.00 8.70 | 100.00 91.68 95.40 43.80
NFST 0.00 0.00 0.00 97.90 100.00 98.00 4.80 100.00 9.00 6.50 18.00  9.00 12.60 | 100.00 95.14 97.40 94.00
Signature 100.00 0.00 0.00 | 100.00 100.00 100.00 34.10 100.00 50.00 | 100.00 96.90 98.00 24.00 | 100.00 100.00 100.00 100.00
Socket 100.00 0.00 0.00 | 4280 7630  54.00 9.20 100.00  16.00 | 12.20 59.20 20.00 17.30 | 91.96 9272  92.00 91.70
StackAr 100.00 0.00 0.00 83.30 96.80 89.00 5.80 100.00 11.00 40.10 11.00 17.00 15.10 | 100.00 95.90  97.00 100.00
StringTokenizer 100.00 0.00 0.00 | 100.00 100.00 100.00 2.20 100.00 4.00 9.40 36.90 15.00 22.00 | 100.00 100.00 100.00 100.00
ZipOutputStream 0.00 0.00 0.00 | 100.00 100.00 100.00 2.10  100.00 4.00 | 100.00 99.30 99.00 32.40 97.66 100.00 98.60 93.60

average ‘ 45.45 0.00 0.00‘ 91.10 89.71 89418‘ 28.53  100.00 35.18 48.87 56.45 46.64 16.18 | 96.28 94.10  94.58  83.32

To sum up, NADA mines higher quality FSAs
than all SOTA approaches, and it is much faster
than DICE, an approach that mines sub-high-
quality FSAs. These conclusions answer RQ 1.
Besides, from the same set of positive and neg- . _

; . . ; . 1 seed < randomly get a random integer in
ative examples with noise, NADA is able to mine (1,2,3,4,5,6}
higher quality FSAs than LE and DISC, indicat- , if coed = 1 then
ing that NADA has a stronger noise tolerance. R 7" — randomly select p, g € x, and remove

Algorithm 8: Randomly mutate positive
examples.

Input : A positive example 7.
Output :A potential negative example 7’

6.4.2 Ablation Study. From the results in Ta- all  following p

ble 3, the performance of NADA is obviously * else if seed = 2 then

higher, especially compared with NNDAw/oFE  ° | 7 " « randomly select p, g € 7, and insert ¢
& PNE, which shows that both the faithful L atarandom position following p

FSA encoding and the potential negative ex- ¢ elseif seed =3 then

’
amples have positive impacts. NADA w/o FE & 7 T (l_ ! ar}lldomly select Zp € 7}[1’ rgndom}y
PNE achieves the lowest performance. Table 4 select the g € 7 preceding the first p in 7,
and exchange ¢ and p

shows that in most cases there is a huge per-
formance gap between a trained FSAccept w/o
FE & PNE and its interpreted FSA. We checked
the trained parameters of FSAccept w/o FE &
PNE and found that a large number of values
of transition matrices and accepting vectors
are slightly less than 0.5. In this case, although
FSAccept can accept examples, the interpreted
FSA lacks accepting states and transitions from
the initial state to other states, making the in-
terpreted FSA reject all examples. Such a case
is caused by the accumulated errors in comput-
ing DIFACCEPT. Besides, the results that NADA
w/o FE & PNE reaches 100% precision on some datasets do not imply that the interpreted FSA is
high-quality. The reason why NADA w/o FE & PNE can reach 100% precision is that the interpreted
FSA has only one or a few transitions to an accepting state, so that almost all strings sampled from
the interpreted FSA are accepted by the GTM.

s else if seed = 4 then
9 7" « randomly select a p € 7, and remove
the g immediately following p

10 else if seed = 5 then
1 7’ « randomly select p, g € 7, and insert a
q immediately following p

12 else if seed = 6 then

13 7’ « randomly select a p € 7, select the

q € 7 immediately preceding the first p in
7, and exchange g and p

4 return 7’

-
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From the comparison results between NADA  Table 4. The performance gap (%) between a trained
w/o FE & PNE and NADA w/o PNE as well as  FSAccept and the FSA interpreted from its parameters.
that between NADA and NADA w/o FE in terms

of recall, it shows that the faithful FSA encod- B w/o FE FE wioPNE N

. . . . ateset w/o w/o ADA
ing helps alleviate overfitting. The results in and PNE

Table. 4 indicate that the faithful FSA encoding ArrayList 2460 1480 090 630
) HashMap 5000 430 0.00 490
benefits to a high performance of FSAccept, HashSet 2410  0.90 1060 450
because it softly constrains trained parameters Hashtable 2790 570 0.10 240
a4 ith FSA_ thereb LinkedList 5000 420 0.00  3.00
corresponding one to one wit , thereby NFST 1290 130 2140 0.10
alleviating errors caused by the interpretation. Signature 5000 0.00 0.00 0.00
. : Socket 750 550 640 0.60
Similarly, from the comparison results betx‘rv'een StackAr 1690 370 200 130
NADA and NADA w/o PNE in terms of precision, StringTokenizer 1880  0.00 1010 0.00
we conclude that sampling potential negative ZipOutputStream | 1870 1570 210 0.00

average | 2740 5.10 487  2.10

examples helps prevent overgeneralizing. The
column “TN / PN’ in Table 3 demonstrates that
SynTHESIZEPNE is reasonable since on average over 80% of the potential negative examples are
true negative examples. We also noticed two datasets with lower TN/PN (ArrayList and LinkedList),
where NADA is also better or comparable to NADA w/o PNE in precision. It indicates that our approach
exhibits a certain degree of robustness against noise. The comparison results between NADA w/o FE
& PNE and NADA w/o FE also basically support the above conclusion.

To evaluate SYNTHESIZEPNE, we considered a random synthesis method without the guidance by
LTL formulae. Specifically, we replaced Algorithm 4 in SyNTHESIZEPNE with Algorithm 8, denoted
as RSPNE. It is similar to SYNTHESIZEPNE but does not use LTL formulae to guide the synthesis of
negative examples. Since a random synthesis method does not need to generate LTL formulae, it
will be more efficient. However, Table 3 shows that NADA significantly outperforms NADA-RSPNE in
terms of both precision and recall, demonstrating the effectiveness of SyNTHESIZEPNE. The TN/PN
value of NADA is higher than that of NADA-RSPNE, indicating that this effectiveness mainly comes
from the synthesis of more true negative examples.

In summary, considering faithful FSA encoding in train-
ing FSAccept to fit the training set is able to alleviate
overfitting and benefits to mining high-quality FSA; fur- < 4]
thermore, adding potential negative examples can pre- £ 121
vent overgeneralizing. These conclusions answer RQ 2.

8
61 false positive example
4 false negative example

6.4.3 Impact of Noise. We omitted the results of LE and
DISC because they are poor on all datasets with injected n " - " P
noise (F1 score below 20%). We report the percentage of 0 (%)
false positive and false negative examples resulting from
noise among all training examples in Flg 2. Overall, as Fig, 2. Average percentage of false positive
the noise rate increases, more false positive examples will ~and false negative examples.
be introduced. Fig. 3 shows that NADA outperforms DSM,
DICE, and SYM notably on datasets with different 7. As the noise rate increases, the advantage of
NADA becomes more obvious as the precision of NADA remains high. NADA is robust against different
noise rates.

To sum up, NADA is more noise-tolerant than the SOTA approaches, which answers RQ 3.

6.4.4 Robustness to Hyper-parameters. The main hyper-parameters in NADA are f, y, and NJ".
We conducted experiments to show the impact of different values of these hyper-parameters, as
illustrated in Fig. 4. The setting of f has no obvious impact on the results. We observe that, when
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Fig. 3. Experimental results on noise data. The results are the average results of all datasets.
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Fig. 4. Comparisons for different settings of f, y, and Ni™. The results are the average results of all datasets.

B = 0or =1, it is possible to mine FSAs without accepting states, resulting in lower performance.
Therefore, we set f = 2 to improve the robustness. As y increases, the performance improves and
eventually drops after y = 0.8. The performance gap between y = 0.8 and y = 0.6 is not significant.
Except for the case where NJ* = 3, N;" has little impact on performance. It shows that our approach
has a certain degree of robustness to N;™.

To sum up, NADA is robust to hyper-parameters within a certain range, which answers RQ 4.

6.4.5 Case Study. We examine why all compared ap-
proaches perform poorly on ArrayList. We refer to a pair
of consecutive symbols as an adjacent transition. An ad-
jacent transition determines an incoming transition and
an outgoing transition of a state in an FSA. Fig. 5 shows
the coverage rate of all positive examples for each adja-
cent transition in the GTM of ArrayList. The results show
that the coverage rate is unevenly distributed and a large
number of adjacent transitions are not present in the
data. This distribution misleads the mining approaches Fig- 5. Case study on ArrayList, where the
to ignore those transitions with a low coverage rate. Y axis is th,e coverage ,r‘?te’ and the X axis
Although SYM is the fastest among all compared ap- denotes adjacent transitions.

proaches, it performs poorly on some datasets, particu-

larly for Hashtable. By looking deep into the GTM of Hashtable, we discover that the FSA mined

by SYM has several redundant transitions. This indicates that, due to the lack of negative examples,
SYM results in overgeneralization.

= =
S o

)
S

coverage rate (%)
=
(=]

0 Hﬂﬂﬂﬂmmh

7 Threat to Validity

The first threat comes from the scalability of FSA size, which depends on the hyper-parameter N;".
In practice, the number of states of a GTM is unknown, which makes it challenging to reasonably
set N™. If NJ" is set too large, it will lead to many trainable parameters, making the training
much harder; if N;" is set too small, it will make neural networks inexpressive to model a GTM.
Fortunately, experimental results show that when N;* is larger than the number of states of a
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GTM within a certain range, the performance of our approach does not fluctuate too much (Fig. 4).
Therefore, in practice, we recommend using a large N to ensure higher performance.

The second threat is the expressiveness of template-constrained LTL formulae. Some works [Kang
and Lo 2021; Sun et al. 2019] have found that the expressiveness of existing template-constrained
LTL formulae is insufficient. The reason for not learning LTL fragments with higher expressivity is
due to efficiency. As advanced methods for learning LTL formulas appear, we will consider learning
arbitrary-form formulae via efficient approaches [Luo et al. 2022; Valizadeh et al. 2024; Wan et al.
2024] in future work.

The uneven sampling distribution of strings is the third threat for FSA mining [Kang and Lo
2021]. For StringTokenizer, we observe that the GTM can accept STNHMTF, but only 0.064%
of the strings in the training set adopt this pattern. Such an uneven sampling distribution will
seriously impair the performance of mining approaches. Kang and Lo [2021] introduced the idea
of adversarial mining to tackle this issue. Their approach is orthogonal to ours, and thus can be
combined with ours to further improve performance.

The last threat is the accumulation of errors in neural acceptance. Since we perform continuous
relaxation on DIFACCEPT during the training process, the errors will be amplified as the size of the
string increases. Although this threat is not obvious yet, in order to extend our approach to strings
with large sizes, we will exploit the optimizations provided by [Wang et al. 2021] or train neural
networks for early classification [Shvo et al. 2021] in future work.

8 Conclusion and Future Work

Our work points towards a fresh mining paradigm to mine high-quality FSAs via modeling FSAs in
the discrete domain as learning parameters in the continuous domain. Its insight is to bridge FSA
acceptance to neural acceptance by an FSA encoding method, which is the basis for designing a
neural network to simulate FSA acceptance. It efficiently searches for FSAs via gradient descent-
based training of neural networks and is easily combined with potential negative examples to
alleviate overgeneralization. Experimental results have demonstrated that our approach significantly
improves the quality of mined FSAs and is robust to noise.

Future work will evaluate the effectiveness of our approach in industrial scenarios and extend
our approach to formalize properties of data in verified Al software.

9 Data Availability
Our code and datasets are publicly available at: https://github.com/sysulic/NADA.
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